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Abstract Nation-states are struggling to formulate cyberpolicy, especially against
foreign-based intrusions and attacks on domestic computer systems. These inci-
dents are often framed in the context of cyberwarfare, which naturally implies that
military organizations should respond to these incidents. This chapter will discuss
why cyberwarfare is ethically difficult and why, until responsible cyberpolicy is
developed, we may plausibly reframe the problem not as warfare but as private
defense, i.e., self-defense by private parties, especially commercial companies, as
distinct from a nation-state’s right to sclf-defense. The distinction between private
defense and national defense is relevant, since victims of cyberattacks have been
primarily industry targets and not so much government targets, at least with respect
to measurable harm. And we focus on foreign-based cyberattacks since, unlike
domestic-based attacks that are usually considered to be mere crimes and therefore
a matter for domestic law enforcement, foreign-based attacks tend to raise special
alarms and panic about more sinister motives. More than a mere criminal act, a for-
eign cyberattack is often perceived as an aggression so serious that it may plausibly
count as an act of war, or casus belli, and so we are quick to invoke national secu-
rity. But insofar as the state is currently not protecting industry from such cyberat-
tacks—in part because it is difficult to arrive at a sound cyberpolicy—we should
consider interim solutions outside the military framework.

Nation-states are struggling to formulate cyberpolicy, especially against foreign-
based intrusions and attacks on domestic computer systems. These incidents are
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often framed in the context of cyberwarfare, which naturally implies that military
organizations should respond to these incidents (Arquilla 2012). This chapter will
discuss why cyberwarfare is ethically difficult and why, until responsible cyberpoli-
¢y is developed, we may plausibly reframe the problem not as warfare but as private
defense, i.e., self-defense by private parties, especially commercial companies, as
distinct from a nation-state’s right to self-defense.

The distinction between private defense and national defense is relevant, since
victims of cyberattacks have been primarily industry targets and not so much gov-
ernment targets, at least with respect to measurable harm (Clarke 2010, esp. Chap. 3;
Riley and Walcott 2011). And we focus on foreign-based cyberattacks since, unlike
domestic-based attacks that are usually considered to be mere crimes and therefore
a matter for domestic law enforcement, foreign-based attacks tend to raise special
alarms and panic about more sinister motives. More than a mere criminal act, a for-
eign cyberattack is often perceived as an aggression so serious that it may plausibly
count as an act of war, or casus belli, and so we are quick to invoke national secu-
rity (Gorman and Barnes 2011). But insofar as the state is currently not protecting
industry from such cyberattacks—in part because it is difficult to arrive at a sound
cyberpolicy—we should consider interim solutions outside the military framework.

In this chapter, though we speak primarily from the US perspective as the one with
which we are most familiar, the discussion can apply to cyberpolicies in other nation-
states. Further, the issues we identify and discuss are not meant to be exhaustive but
only a prima facie case for thinking about cyberattacks in a nonmilitary framework.

3.1 Cyberpolicy and Just-War Theory (Lin et al. 2012)

Why it is so difficult to develop responsible policy for cyberwarfare? If we under-
stand war as “actual, intentional, and widespread armed conflict between political
communities” (Orend 2003), it is first unclear that a cyberincident is an *“attack” or
even “armed” conflict. And even if they are acts of war, cyberattacks and counter-
attacks must adhere to international humanitarian law (IHL), otherwise known as
the laws of war. These laws include the Geneva and Hague Conventions, as well as
many other international agreements. Much of [HL is rooted in just-war theory, the
philosophical tradition meant to establish the moral boundaries of warfare (Aquinas
1948; Walzer 2006; Reichberg et al. 2006). As a general discussion about the ethics
of cyberwarfare, let us explain why cyberpolicy is so difficult to reconcile with just-
war theory on at least the following five points:

3.1.1 Aggression

By the laws of war, there is historically only one “just cause” for war, a defense to
aggression (Walzer 2006, esp. pt. 2). But it is not clear at what kinds of cyberin-
cidents are so aggressive that they may be considered to be attacks (never mind
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“armed” attacks), as opposed to espionage or vandalism. Traditional just-war theory
doesn’t consider mere (non-military) property damage as casus belli; to count as
warlike aggression, the act needs to be more serious, such as an actual loss of lives
or serious threat of economic harm, e.g., blockade of a trading route (Walzer 2006,
Chap. 10). So, on the face of it, taking down a website does not seem to be casus
belli, to the extent that it is only damage to property.

But in the Digital World, intellectual property is the coin of the realm. A cyber-
attack that erased financial data could wipe out entire bank accounts, leaving their
owners penniless; this seems to be as severe as a naval blockade. And while the
cyber domain (not counting physical substrate, e.g., routers and servers) is com-
posed of only information bits, some of these bits control real-world property, ¢.g.,
power grids, nuclear centrifuges, and so on. Therefore, corrupting information data
could [ead to physical harms. It is a more complicated question, then, whether or

-not theft of intellectual property, or damage to virtual property, should fall under the

threshold for war. Again, it may make a difference as to whether a military website
is defaced, as opposed to a commercial website.

Complicating matters further, it is unclear when a cyberincident becomes an at-
tack, even if we agrec that it is an attack. s it casus belii to install malicious soft-
ware on an adversary’s computer systems but not yet activate it? Or maybe the act
of installing malicious software is an attack itself, much like installing a land mine?
What about unsuccessful attempts to install malicious software? Do these scenarios
count as war-triggering aggression—or ar¢ they mere crimes, which do not fall
under the laws of war? These questions feature in debates over the legitimacy of
preemptive and preventative war (Dipert 2006; Willson 2010).

Another question: Insofar as most cyberattacks do not directly target lives, are
they as serious? The organized vandalism of cyberattacks could be serious if it
prevents a society from meeting basic human needs like providing food or power,
and so could indirectly cause death and injury. A lesser but still serious case was the
denial-of-service cyberattacks on media websites in the country of Georgia in 2008,
which prevented the government from communicating with its citizens (Markoff
2008). However, the traditional understanding of aggression in just-war theory says
that human lives must be directly in jeopardy. This makes it difficult to justify going
1o war in response to a cyberattack.

3.1.2 Discrimination

The laws of war mandate that noncombatants be avoided in attacks, since they do
not pose,a military threat (McMahan 2009). Most theorists accept some version
of a double effect in which some noncombatants could be unintentionally harmed
as “collateral damage” in pursuing important military objectives (Aquinas 1948),
though some have more stringent requirements (Walzer 2006). Some challenge
whether noncombatant immunity is really a preeminent value (Allhoff 2012), but
the issue undoubtedly has taken center stage in just-war theory and therefore the
laws of war.




42 P. Linet al,

For the military, cyber-counterattacks (or, euphemistically, “active defense™)
must comply with the principle of discrimination or distinction. But it is unclear
how discriminatory cyberwarfare can be: If victims use fixed Internet addresses for
their key infrastructure systems, and these could be found by an adversary, then they
could be targeted precisely—but victims are unlikely to be so cooperative. There-
fore, effective cyberattacks need to search for targets and spread the attack; yet, as
with viruses, this risks involving noncombatants.

For instance, consider the uncontrolled propagation of a computer worm such
as Stuxnet (Schneier 2010; Sanger 2012). Stuxnet’s designers had taken pains in
designing it to target only Iranian nuclear processing facilities, yet it had spread
far beyond intended targets. If the US is behind Stuxnet, then its own weapon has
boomeranged back to US computer systems. Although its damage was highly con-
strained, Stuxnet’s quick broad infection was noticed and required upgrades to an-
tivirus software worldwide, incurring a cost to everyone. The worm also provided
excellent ideas for new exploits that are already being used, another cost to every-
one. Arguably, then, Stuxnet did incur some collateral damage.

Cyberattackers could presumably appeal to the doctrine of double effect, arguing
that effects on noncombatants would be foreseen but unintended. This may not be
plausible, given how precise computers can be when we want them to be. Alterna-
tively, cyberattackers could argue that their attacks were not directly against non-
combatants but against infrastructure. However, attacking a human body’s immune
system as the AIDS virus does can be worse than causing bodily harm directly.
Details matter; for instance, if it knocks out electricity and the refrigeration that
is necessary for the protection of the food supply, starvation could ensue from a
modest cyberattack. Disrupting other crucial services, such as hospitals, could also
result in deaths, as well as the foreseeable social unrest that routinely accompanies
widespread power outages in urban arcas.

A serious unintended effect to consider is that any cyberattack or counterattack
inay need to involve one’s own civilian infrastructure (e.g., routers). This is prob-
lematic, because in providing material assistance for an attack, the civilian assets
involved then can be marked by adversaries as a legitimate target of attack, either
cyber or kinetic. For instance, if a counterstrike required the use of Google’s servers
or programming help from their engineers, then just-war theory holds that Google’s
facilities may be legitimately bombed and its personnel attacked.

3.1.3 Proportionality

Proportionality in just-war theory is the idea is that it would be wrong to use more
force than necessary to achieve one’s legitimate military objective, including as a
punitive or deterrent response to an attack. For example, a cyberattack that causes
little harm should not be answered by a conventional attack that kills hundreds
(Walzer 2006; Coady 2004); that would seem to be a disproportionate response, in
that less force could have achieved the same goals. This is not to say that a kinetic
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attack cannot be a just response to a cyberattack, depending on the severity of ei-
ther. As one US official described the nation’s ¢yberstrategy, “If you shut down our
power grid, maybe we will put a missile down one of your smokestacks” (Gorman
and Barnes 2011).

A challenge to proportionality is that certain cyberattacks, like viruses, might spi-
ral out of control regardless of the attackers’ intentions. While those consequences
could be tolerated to prevent even worse consequences, lack of control means an
attack might not be able to be called off after the victim surrenders, violating another
key law of war. Such attacks thus raise issues of unintended proliferation and the
possibility of widespread conflict, as attacks and counterattacks may spread beyond
intended victims, undermining principles of both discrimination and proportional-
ity. Another issue is that the target of a cyberattack may have difficulty in assessing
how much damage they have received. A single malfunction in software can cause
widely varied symptoms; thus a victim may think they have been damaged more than
they really have, and counterattack dispropottionately. Therefore, counterattack—a
key deterrent to unprovoked attacks—is now fraught with ethical dilemmas.

3.1.4 Auribution

Discrimination in just-war theory also requires that combatants be identifiable to
clarify legitimate targets—the principle of attribution of attackers and defenders.
Terrorism ignores this requirement and therefore elicits moral condemnation. A
problem with cyberwarfare is that it is very easy to mask the identities of combat-
ants (Dipert 2010). Then counterattack risks hurting innocent victims. For example,
the lack of attribution of Stuxnet raises ethical concerns because it removed the abil-
ity of Iran to counterattack, encouraging them towards ever more extreme behavior.

Attribution is an issue not only of moral responsibility but also of criminal and
civil liability: we need to know whom to blame and, conversely, who can be ab-
solved of blame. To make attribution work, we need international agreements. We
first could agree that cyberattacks should carry a digital signature. Signatures are
easy to compute, and their presence can itself be concealed with the techniques of
steganography, so there are no particular technical obstacles to using them. Coun-
tries could also agree to use networking protocols, such as IPv6, that make attribu-
tion easier, and they could cooperate better on international network monitoring to
trace sources of attacks. Economic incentives can make such agreements desirable.

3.1.5 Treacherous Deceit

Perfidy, or deception that abuses the necessary trust for the fair conduct of warfare,
is prohibited by both Hague and Geneva Conventions. For instance, soldiers are
not permitted to impersonate Red Cross workers and adversary soldiers. However,
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some ruses, misinformation, false operations, camouflage, and ambush of combat-
ants are permissible. Cyberattacks almost inevitably involve an element of decep-
tion to make operations of a computer or network appear to be normal when they
are not, as with tricking a user to click on a malicious link.

So, to what extent might cyberattacks count as perfidy and therefore be illegal giv-
en international humanitarian law (Rowe 2009)? Consider, for instance, an email virus
that purports to come from the International Committee of the Red Cross: this would
seem 1o be a reasonable analogue to the prohibited act of posing as a humianitarian
worker. Similarly, an email virus that purports to come from one’s own military orga-
nization would breach the same shared trust as impersonating an enemy soldier does.

The moral impermissibility of perfidy is tied to the concept of treachery, and a
prototypical example of a treacherous (and illegal) act in war is to kill with poison.
Yet there are poisons that can kill quickly and painlessiy, much more humanly than
a bullet to the head. And spraying poisons in open battle is prohibited chemical or
biological warfare. This apparent paradox suggests that the concept of treachery
(and therefore perfidy) is fuzzy and hard to apply. We don’t get as angry when soft-
ware betrays us as when people betray us. But maybe we should—software would
be better if users were less complacent.

3.1.6 What Now?

The above issues do not exhaust the moral and philosophical controversies sur-
rounding cyberwarfare. For instance, just-war theory also requires that wars are
publicly declared by the proper authority. Yet the ambiguity of the attacker’s iden-
tity is a major part of cyberwarfare’s allure, as is therefore waging a secret war.
These issues suggest that either we need to quickly figure out how cyberwarfare fits
into the extant framework of IHL and just-war theory (Cook 2010), or if emerging
capabilities to cyberattack require rewriting the rules of war (Dipert 2010). Some
scholars have cast doubt that cyberwarfare is much different from previous forms
of warfare or that it requires a “new ethics™ (Crisp 2012; Rid 2012). Whether or not
they are right, it should be clear that cyberwarfare is burdened with legal and moral
hazards, some of which we described above. These hazards are perhaps solvable,
but they are not solved now. And this makes “active defense” or counter-cyberat-
tacks, at least by the nation-state, morally problematic.

3.2 Stand Your (Cyber)Ground: An Interim Solution?

If we could conduct cyberdefense outside the military frame, then we can avoid at
least the legal issues above, if not also the moral ones. But do we have a good rea-
son—other than to sidestep these issues——to use a different frame? In this section,
we will suggest that we do (Lin 2012).
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First, it is still an open question of whether or not military organizations should
take the lead in national cyberdefense, even against foreign-based attacks. Currently
in the US, a major controversy with cybersecurity legislation is whether the US
Department of Homeland Security (DHS) or the US Department of Defense (DoD)
should bear responsibility for defending the nation’s digital borders (Jensen 2011;
Jackson 2012). Reasonable arguments can be made to support and criticize either
one as the lead agency for cybersecurity, but these arguments are not relevant to our
discussion here. Rather, the point is simply that we are using a law-enforcement—
as distinct from military—frame if we believe that DHS should take the lead, which
is not unreasonable.

However, we are not proposing a law-enforcement frame here. Instead, we want
to offer a third option that government need not be involved—a solution that would
avoid the DHS versus DoD debate, as well as the aforementioned difficult issues
related to IHL and just-war theory. This option models the “Stand Your Ground”
laws in the US that are rooted in the basic human right to self-defense, and it autho-
rizes counter-cyberattacks by private companies, which have been the main victims
of harmful cyberactivities by foreign actors to date. (We will present details of this
option shortly).

One reason why government need not be involved is that government is, in fact,
currently not involved much at all (Riley and Walcott 2011). That is, the US govern-
ment has hardly protested, much less prosecuted, the perpetrators of major cyberat-
tacks, again with industry companies as the principal victim of such attacks. Thus,
it is workable to avoid governmental intervention to the extent that the status quo of
nonintervention is workable or is expected to continue anyway. To be sure, part of
the reason for this inaction is the difficulty of identifying the attacker with reason-
able certainty for a serious state response, such as trade sanctions or a military strike
against a foreign aggressor. Nevertheless, there is little, if any, state protection for
industry targets in the cyber domain.

So despite existing laws against cybercrimes and related activities, there is little
enforcement of these laws, and therefore the cyber domain appears to be lawless,
In that regard, a natural analogy to which we might look for consistent policy is
the “Wild West” of American history. Both the Wild West and cyberspace now are
marked by general lawlessness; bad guys often operate with impunity against pri-
vate individuals and companies, as well as what government exists in those realms,
such as the lone sheriff. The distinctively American solution to the Wild West was
found in the second amendment to the US Constitution: the right to bear arms. As
more private citizens and organizations carried firearms and could defend them-
selves, the more outlaws were deterred, and society as well as the rule of law could
then stabilize and flourish.

We also find this thinking in current “Stand Your Ground” laws in the US that
authorize the use of force by individual citizens. If such laws make sense, could this
model work for cyberspace?
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3.2.1 Why itis Reasonable

Not to endorse this solution (or “Stand Your Ground” laws) but merely to offer it
for consideration as a new option: what if we authorized commercial companies 10
fight cyberfire with cyberfire? Some have already started to explore the legality of
active defense (White Wolf Security 2007; Owens et al. 2009; Willson 2012), i.e.,
offensive operations, but let us further consider its ethical foundation here. As in
the Wild West, civilians are the main victims of pemicious cyberactivities. Some
estimate that industrial cyberespionage costs US companies billions of dollars a
year in lost intellectual property and other harms (Goldman 2011); UK companies
also report annual losses in the billions (Blitz 2012). As in the Wild West, they now
jook to government for protection, but government is struggling badly in this role,
for the above-mentioned reasons and others. If we consider the US (or any other na-
tion) as one member of the world community, there is no clear authority governing
international relationships, and this make our situation look like a “state of nature”
where no obvious legal norms exist, at least with respect to cyber.

This option isn’t completely outlandish, because precedents or similar models
exist for the physical, nondigital world today. In the open sea, commercial ships are
permitted to shoot and kill would-be pirates (United Nations 1982). Security guards
for banks are allowed to shoot fleeing robbers (e.g., New York Penal Law 2012).
Again, “Stand Your Ground” laws—which give some authority and immunity to
citizens who are being threatened or attacked—also operate on the same basic prin-
ciple of self-defense, especially where few other options exist.

A key virtue of “Stand Your Cyberground” is that it avoids the unsolved and
paralyzing question of what a state’s response can be, legally and ethically, against
foreign-based attacks; the state is no longer involved. If the state were to make a
wrong move, it could become a war crime or provide an adversary with just cause
to respond with force. Again, the point of reframing cybersecurity as a nonmilitary
issue isn’t so much to avoid stringent but sensible requirements in [HL and just-war
theory, though that might be a benefit if there are independent reasons to support a
different frame.

As useful 2 model as it is for thinking through at least some issues in cyberwar-
fare, just-war theory is also limited, for at least the following reasons. First, just-war
theory is most powerful when applied to state actors, particularly ones engaged in
traditional warfare. This is not to say that just-war theory tells us nothing about
other forms of conflict; for example, it clearly inveighs against some form of asym-
metric warfare, e.g., terrorism. Rather, this gives rise to a second consideration,
already discussed above: much of cyberconflict takes place among private citizens
or, in many cases, between private citizens and corporations. Just-war theory would
typically not be applied to this sort of dynamic, but rather we would turn to the stric-
tures of criminal law: and, as we will see in the following, there is some promise in
this regard.
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3.2.2 Controversy in “Stand Your Ground” Laws

Of course, “Stand Your Ground” laws are not without significant controversies.
In recent history, this is represented by the following criminal case in the US: On
February 26, 2012, outrage broke out when George Zimmerman, a neighborhood
watch coordinator, shot and killed Trayvon Martin, an unarmed 17-year old. The
shooting took place in a Sanford, Florida gated community. The media fallout pri-
marily seized upon Martin’s race—he was African-American—and the failure of
the police to arrest Zimmerman for several weeks. However, a secondary emphasis
was on a Florida law that weighed in Zimmerman’s favor, namely Florida’s “Stand
Your Ground™ statutes (Florida Statutes 2011). Florida, though, is hardly alone in
having “Stand Your Ground” provisions; many states have them, and others are cur-
rently considering them.

In understanding “Stand Your Ground”, it is pethaps easiest to start with its con-
trary: a duty to retreat. Under the common law, self-defense is widely recognized,
which is to say that one person can justifiably use (at least some) force against
another if the former is in reasonable apprehension of imminent bodily injury. Un-
packing this claim takes us too far afield, but let us at least briefly consider some
basic features. First, the person invoking self-defense need not be in actual ap-
prehension of imminent bodily injury; so long as the apprehension is reasonable,
it is sufficient to mitigate liability, either criminal or civil. Second, the apprehen-
sion needs to be imminent, which is to say that self-defense cannot be used against
threats or provocations. Third, the force used cannot be excessive; rather, it can only
be what would be reasonable to prevent injury.

Intuitively, self-defense protections strike most of us as eminently plausible: we
hardly expect people to suffer preventable injuries at the hands of others., The key to
understanding “Stand Your Ground™, though, is in recognizing that it provides even
greater protections to those who wield protective force than does the traditional
doctrine of self-defense. Specifically, this distinction trades on the duty to retreat,
Under self-defense, if the person being attacked could have escaped without injur-
ing his assailant, he is usually expected to do so; if he does not, he may be found
liable for the injuries that he causes. “Stand Your Ground”, however, is more forgiv-
ing insofar it does not require the attacker to exercise the option of retreat before
using force,

Surely we can understand why reasonable retreat would be required, so why does
“Stand Your Ground” jettison it? Progenitors to contemporary statutes ran under the
“Castle doctrine”, which provides extra protections for a person’s residence and has
been widely adopted. Under this doctrine, whether a person has a duty to retreat
depends on where he is, and the duty is absent when he is in his own house. In
fact, the “Stand Your Ground” locution originated in a case deriving from just this
sort of situation: “[the homeowner] may stand his ground, and, if need be, kill his
adversary” (Beard v. US 1895). In the contemporary legislative landscape, “Stand
Your Ground” extends beyond just domestic contexts. The basic rationale for this
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expansion is one that Oliver Wendell Holmes expressed a long ago, “detached re-
flection cannot be demanded in the presence of an uplifted knife” (Brown v. US
1921); in other words, the duty to retreat is simply unfair to the person who is at-
tacked.

3.2.3 How it Could Work

Our exploration—but not necessarily an endorsement—of a “Stand Your Cyber-
ground” policy starts from a similar assumption of a basic right to self-defense, as
found in extant “Stand Your Ground” and other laws. And as imperfect as any anal-
ogy inevitably is, but nonetheless useful (Hollis 2008), there are important similari-
ties here. In both cases, the victim does not have access to government protection,
for all practical purposes: in the home-invasion case where seconds matter, that the
police may be minutes away is little consolation or protection; and in the corporate
cyberattack case where there is no prosecution, that we have laws against cyberat-
tacks are also of little help. In both cases, there’s nowhere to reasonably retreat,
even if there were such a duty to retreat. Even considering some of the other analo-
gies proposed for cyberspace—e.g., outer space and Antarctica—it’s reasonable to
assume that something like “Stand Your Ground” would also apply in those lawless
frontiers, if an attack were to occur against a private party there. This also suggests
a correlative policy that at least some cyberattacks, perhaps even between nation-
states, should be treated as “frontier incidents” rather than the more serious “acts
of war”, to the extent that cyberspace is still a frontier (Watts 2011, Schmitt 2010).

Where “frontier justice” may evoke images of brutal eye-for-an-eye retaliation,
or lex talionis, this need not be the case for cyberpolicy. A counter-cyberstrike by
a defending company does not have to be as dramatic as the initial attack or any-
thing else we usually associate with an “attack.” For instance, the response could be
to forcibly install software patches and anti-matware applications on an attacking
“botnet” or network of zombie computer systems, usually hijacked without their
owners’ knowledge: or it could be to encrypt an attacking computer’s data and oper-
ating system until some remedy is achieved; or, as Microsoft had done in 2012, the
response could be to render a botnet inoperable (Infosec Island 2012). Other rem-
edies include creating a “honeypot” or diversionary target (Rowe et al. 2007), e.g.,
a fake directory of trade secrets, in order to misdirect the cyberattacker, plant false
information for attackers to “discover”, keep attackers occupied to buy time for
defense and evidence-collection, and other ends. Compare these to decoys, mock
operations, camouflage, and other tactics that militaries and intelligence agencies
are permitted to conduct to mislead adversaries.

If we like, “Stand Your Cyberground” could require a judicial warrant prior to a
cyber-counterstrike, that is, ex ante justification or authorization before the event.
However, this may be unnecessary, since there could be also ex post justification,
that is, authorization in virtue of an initial attack. Again, in open-seas piracy and
other scenarios today, a victim does not need to request approval prior to defending
itself with a counterattack. As further safeguards, the state (or industry, to avoid
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the state’s involvement) may require that counter-cyberattacks be reported, either
before or after the fact, to ensure there is reasonable cause in those actions, or else
face some penalty for negligence or other deficiencies.

As with the counterattacking of pirates, a cyber-counterattack has many potential
benefits, including neutralizing the threat, deterring future threats, and providing
some measure of justice, in contrast to doing nothing. Further, where initial cyber-
attacks are often anonymous or conducted through an unwitting proxy, a counter-
strike on an “innocent” third-party’s system-—say, computers owned by China but
hijacked and used for an attack by unknown hackers—could elicit pressure from
the third-party (in this case, China, a nation of significant influence) to identify the
real aggressor. (We will say more about the innocence of these third-parties below.)
Short of a sound or responsible national cyberpolicy that accounts for [HL and
Just-war theory, a counterstrike outside the military frame helps to avoid a larger
cyberwar as well as kinetic war. If this is still unsatisfying or unsustainable, then
“Stand Your Cyberground” may help motivate lawmakers to more quickly develop
a sensible national cyberpolicy.

3.3 Possible Objections and Replies

Here we briefly consider several objections to the “Stand Your Cyberground” policy,
as it is undoubtedly controversial. In the process, we clarify how such a proposal
might work, in case it is ultimately defensible. Again, this is not an exhaustive list
of objections but only some immediate worries, which may be overcome to make a
prima facie case for *Stand Your Cyberground.”

3.3.1 Only the State has a Monopoly on Violence

Objection: Only the state can engage in war or otherwise violent actions; compa-
nies legally cannot, as governments have a legitimate monopoly on warfare and
violence.

Reply: There are certainly areas in which government intervention is required to
regulate or even supplant private interactions; political parties routinely argue over
the appropriate extent of such government usurpation of individual sovereignty.
But almost everyone agrees that government should have the sole legitimate use of
violent force against other people. The most basic argument for this requirement is
that vigilante justice runs into a regression problem, when friends or loved ones of
private individuals retaliate for their loved one’s murder, and then the loved ones of
the original transgressor return the favor, and on and on as some legendary family
and ethnic feuds have continued.

If governments must have a monopoly on the legitimate use of violence, must
they also have the sole legitimate use of cyberattacks? No, not necessarily. To say
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that a state has a monopoly on violence seems to imply it is capable of inflicting
violence or otherwise enforcing laws so that individuals need not resort to violence
themselves. With industry cyberattacks, if the state does have this power, it has not
been exercising it, as justice may demand. Again, part of the problem is that it’s
difficult to identify the aggressor, as ethics generally would seem to require; so this
is not so much the state’s fault as it is the nature of cyberattacks. Nevertheless, the
state is not living up to its implicit promise to protect its citizens, which was the
basis for claiming a monopoly on violence. Further, it is not true that governments
claim a monopoly on violence, to the extent that they allow commercial ships to
defend themselves against pirates, or bank security guards to shoot fleeing robbers,
or private citizens to counterattack given “Stand Your Ground” laws.

If the objection, however, is that only the state has the power to wage war, then
this begs the question at hand: we have suggested that a cyberconflict does not need
to be viewed through the lens of war. Suppose a cross-border kinetic attack occurs
on a bank (or your house): the bank (or you) would seem to have a reasonable
claim to defend itself from such attacks, including with deterrent force, especially
if government is unresponsive. This is not a war-powers problem but one of basic
self-defense.

3.3.2 Only the State has the Resources to Counterattack

Objection: Related to the above, many companies are typically not big enough to
mount an effective counterattack. As a matter of simple utility and following the
principle of division of labor, even if companies could handle cyber-counterattacks,
government still should handle all cyberattacks, given its considerable resources
and economies of scale.

Reply: Companies need not act alone; they could form consortiums or coopera-
tives to gather resources and expertise for cyber-counterattacks, if the individual
company lacks resources. Or they could simply outsource the job to a third-party
with cyberdefense as its core competency or product, as a bank might hire private
security services. Such voluntary solutions appear to be better than involving gov-
ernments, insofar as state-sponsored attacks increase the risk of formal war, Further,
decentralizing this function distributes our own targets for attacks, e.g., rather than
having a central government agency as a single target, an adversary could have
to contend with many private organizations, if it wants to knock out cyberattack
capabilities. Decentralizing this function also allows for greater diversity of solu-
tions, with nationally and internationally recognized “best practices” emerging over
time. A robust corporate culture for problem-solving can be generally preferable to
government intervention, especially when that intervention could mean kinetic (and
not merely cyber) war.
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3.3.3 There’s Still the Problem of Attribution

Objection: There is a great risk of misattribution in cyber-counterattacks, potential-
ly with innocent third parties being harmed. Even if JHL is not violated by industry-
sponsored counter cyberattacks, it is still immoral to attack a party without first
identifying it and ensuring that it is the actual aggressor. For instance, botnets are a
common form of attack, but they’re victims too, not the real aggressor.

Reply: Attribution may be a red herring here. For example, the US knows China
has repeatedly cyberattacked it, but the US doesn’t want to do anything about it,
because there are bigger political and economic issues it wants to negotiate. Even
if the US doesn’t “know™ this, it seems to have good reason to think so (Riley and
Walcott 2011). Further, there is a widespread consensus that clear attribution is not
required when sailors defend against pirates, or homeowners against robbers, and so
on. It is enough to know that one is being attacked and is defending oneself against
the attack, even if the attacker is not the actual aggressor, e.g., if the pirate or bank-
robber was really a coerced father whose family was taken hostage and threatened
to be killed by true bandits.

As for innocent third parties and botnets (innocent computers hijacked by others
to commit cybercrimes): again, even if we know that a pirate was really an innocent
fisherman whose family was being held hostage, the fact remains that the pirate
poses a threat to the safety of the targeted ship and its crew and passengers. It is
therefore still not unreasonable to neutralize the threat by counterattacking the pi-
rate, even if we know there is a puppet-master elsewhere who is responsible for the
pirate’s actions. Similarly, it would seem reasonable to counter-cyberattack a third
party who we believe was coerced or otherwise not complicit in their initial attack.

Where we may choose to use less-than-lethal means against a fisherman we
know to be an unwilling pirate, we may likewise choose less dramatic means in
a counter-cyberattack. Again, such a counterattack need not be crippling or highly
damaging, e.g., if it merely forces an anti-malware installation. If the cyberdefense
routinely inoculates and removes malware from consumer machines, such an “at-
tack” could actually be a great benefit to the wired world, as well as a more effective
general solution to cyberattacks. This is to suggest that we may understand botnets
with the public-health model of bioethics: In cases of infectious diseases, such as
typhoid, patient autonomy is secondary to stopping the disease that threatens many
others (Leavitt 1997). Likewise, botnets are a public-health hazard too in a sense;
and even if the owners of botnet computers are not complicit in the attack and want
to refuse an inoculation, the overriding greater good of public health can reasonably
trump that innocent autonomy.

Botnets, however, are less innocent than the unwilling pirate above in an im-
portant sense. One can argue that the hijacked computers comprising a botnet still
bear some responsibility for cyberattacks (Owens et al. 2009, p. 210). For instance,
responsible owners of those computers could be said to have some positive obliga-
tion to install antivirus software and otherwise exercise due diligence in ensuring
responsible use of their machines; failing to do so puts the computers at risk of
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becoming hijacked and used for pernicious ends. In the bioethics model, this is
analogous to something like careless or oblivious patients who don’t take reason-
able precautions as they enter a zone of infection; this lack of reasonable diligence
weighs against their right to autonomy.

3.3.4 Counterattacks will Escalate Conflict

Objection: Cyber-counterattacks will only encourage the escalation of conflict. Vio-
lence begets more violence, so we should forgo a counterstrike option in favor of
some other response.

Reply: Perhaps, though this is a general objection to any response to aggression,
whether a kinetic war, cyberconflict, or a schoolyard fight. Any response-—even a
nonresponse—may encourage the aggressor on. This seems true for cyberconflicts,
even with a national cyberpolicy in place. Note that diplomacy and negotiations
may be impossible in ¢cyberconflicts, if the victim does not know the identity of the
attacker, i.e., with whom one ought to negotiate.

Insofar as deterrents work, what seems to be ¢lear is that a nonresponse is not a
deterrent. A “Stand Your Cyberground™ solution could be an immediate deterrent
and pressure “innocent” third-parties to help find the real aggressor for compensa-
tion and/or punishment. Further, understanding how cyberattacks occur may help
us to take our computing practices more seriously and generally replace the naivete
common today with a more sophisticated relationship that ultimately could engen-
der greater, not lesser, trust. It seems possible that the current asymmetry of possible
harm between elite hackers and average citizens could gradually be replaced with
a grudging trust built on the possibility of mutually assured harm from cyberat-
tacks, and hence act as a long-run general deterrent to cyberattacks; when hacking
involves a considerable risk of counterattack to the hacker, it’s entirely possible less
hacking will result.

Hence, though the worry about escalation is reasonable (no matter what policy
is adopted), ultimately it becomes an empirical question. Looking at the American
debate on whether we should allow more people to carry guns, one criticism is
that it’d escalate violence, especially accidental and wrongful shootings; however,
others predict that more guns will force us to be more civil and therefore reduce
violence, since we wouldn’t want to risk offending an armed person (Debatepedia
2011). This was supposedly the case in the Wild West, which we suggested was an
analogy to our current situation in the cyber domain. Where “Stand Your Cyber-
ground” differs from the debate on guns is that there’d be litile danger of an indus-
try company launching a cyberattack by accident or without cause, like a careless,
emotional, or angry gun-owner might shoot someone. Designing and implementing
a complicated cyberattack is not typically an impulsive gesture. But that capacity
would still remain a deterrent to others: to not cyberattack a company that could
plausibly respond in kind.
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The failure to defend oneself also risks escalation. After all, failing to respond to
a cyberattack is an incentive for hackers to continue, if not escalate, their activities.
This reasoning lies behind zero-tolerance policies for minor urban crimes and helps
explain why bad, crime-ridden neighborhoods tend to get worse: because the perpe-
trators have no incentive to discontinue their assaults, given the absence of reliable
law enforcement or self-defense. It is unclear how doing nothing will de-escalate
a cyberconflict: a hacker is not like the angry drunk who will eventually run out of
steam and pass out or sober up. If cyberattacks are still profitable, then they will
continue or increase.

3.3.5 Malicious and Ideological Hackers will not be Deterred

Objection: Even if financially motivated hackers can be deterred or expected to
not exact revenge, this may not be the case with malicious or ideological hackers,
such as Anonymous. Rather, a cyber-counterattack may instead play into a hacker’s
agenda of anarchy.

Reply: Perhaps, but this may create political will to fight cybercrimes, if the cy-
ber domain devolves into a Wild West—a drastic but necessary catalyst for action.
And as major organizations worldwide, such as Amazon.com and various credit
card companies, discovered after being attacked by Anonymous, the alternative of
doing nothing seems worse. Would hackers retaliate if a company were to pull out
its cybergun? Maybe if they were motivated by revenge, but again, like the average
mugger, the motive in the end is usually primarily financial, even if some hackers
and hooligans do it for fun. Anonymous hacked in support of WikiLeaks precisely
when Amazon et al. were denying donations to WikiLeaks. Even ideological hack-
ers need funds. And so eventually even the members of groups like Anonymous can
be harmed by cyber-counterattacks, especially counterattacks that impose financial
or technological hardships on the original hacker.

“Stand Your Cyberground” has the virtue of advertising to would-be attackers,
whatever their motivation, that industry is not an easy target, and this has deter-
rent value. Perhaps some hackers will take that as a challenge, but they’re not so
much the rational adversary (who are motivated by profit) that this policy is meant
to address. Just as some hackers and muggers may strike back harder if the victim
resists or fights back, this minority group shouldn’t drive policy that’s otherwise
reasonable and potentially more helpful than not. Of course, a rational hacker could
preemptively declare a policy of striking harder if a company resists, as a way to
deter deterrence, but again this would seem to be an even smaller segment of that
community, and we shouldn’t let these outlier (and theoretical) cases drive policy
for the larger world.
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3.3.6 Even if IHL is not Violated, other International Laws
may be

Objection: Given that many companies are multinational, their counter-cyberat-
tacks may violate other aspects of international law, even if not in violation of IHL.
Conceivably, it could open the company up to international prosecution.

Reply: There’s irony in prosecuting a defending company that counterstrikes
but not the initial aggressor, so it’s unclear what the political appetite would be for
such prosecutions. If cyberattacks come to be routinely prosecuted internationally,
then there would be a major step towards leaving behind the “Wild West” of current
cyberconflict and moving toward international regulations, greatly obviating the
need for a “Stand Your Cyberground” policy. But that would require the prosecu-
tion be carried out in such a way that companies no longer need to actively defend
themselves from cyberattack, and such a vista remains distant at best. It remains
hard to envisage a thoroughgoing and extensive enough international consensus on
cyberlaw that could render private companies and individuals in as little need of
cyberdefense as average citizens do against shootings. When assaults are common
and hard to police, one must expect people to begin to actively defend themselves.

Further, it is hard to prosecute a company without clear attribution—and in prin-
ciple, companies could respond in their cyber-counterattacks as anonymously as
its attackers do (perhaps, if feasible, even using the same botnets), as that strategy
seems to be effective for attackers. If computer forensics advances to the point in
which there is a robust system for identifying and reliably attributing cyberattacks
(and settled international cyberlaw for discriminating illegitimate attacks from oth-
er cyberactivities), then our proposal will be no longer needed, and attackers can be
identified and prosecuted, i.e., cyberlaw can actually be enforced.

3.3.7 A Judicial Process Implies State-Sponsorship of “Stand
Your Cyberground”

Objection: Requiring a judicial warrant or reporting of cyber-counterstrikes amounts
to state-sponsorship for the “Stand Your Cyberground” policy (Owens et al. 2009,
p. 211). As with states that turn a blind eye toward terrorists within their own bor-
ders, states can reasonably be blamed for any cyber-counterstrikes. This means the
policy does not reduce the risk of war after all.

Reply: First, it may be the case that cyber-counterattacks could proceed with-
out any judicial oversight at all; that would be the most laissez faire version and
would presumably obviate any risk of war from the “Stand Your Cyberground”
policy. After all, other kinds of ritualized exchanges of harm, often even those in-
volving kinetic violence, do not threaten to lead to war, e.g., gang violence across
international borders. Cross-border cyberattacks and counterattacks would be more
problematic, but as we suggested above, it makes no sense to prosecute a cyber-
counterattack when the initial attacker goes unpunished. It remains plausible that



3 Is Warfare the Right Frame for the Cyber Debate? 55

transnational disputes will result from such counterattacks, but there is no reason
to think they are more likely to lead to war than other types of international crime,
particularly cybercrime, that already exist. Indeed, if the “Stand Your Cyberground”
policy does become a credible deterrent and reduce international hacking, it may
well defuse international tensions, not raise them.

If the government does become involved in cyber-counterattacks to the limited
extent of requiring post hoc notification or ex ante warrants, things become more
complicated. But the end result remains the same: there are multiple venues to ap-
peal the legal findings of one country to a higher court, beginning with low-level
government to government negotiations and culminating with appeals to the United
Nations and the International Criminal Court. None of those involves war, and it is
hard to imagine a cyber-counterattack—which assumes a cyberattack causing harm
already took place—in which the counterattack by itself precipitated war. Cyber-
counterattacks are unlike terrorism in that they are a specific response to a specific
injury, in kind, and without larger political goals beyond self-defense. If nation-
states begin a “first strike” cyberattack policy, that may well constitute war or an
incitement to war, but that goes well beyond what *Stand Your Cyberground” is
envisioned to achieve.

3.3.8 Industry Counterattacks may Destroy Evidence Needed for
Prosecution

Objection: If we allow victims to unilaterally counter-cyberstrike, that will likely
contaminate or destroy evidence needed to prosecute the initial (and presumably
illegal) cyberattack (Owens et al. 2009, p. 206; Infosec Island 2012).

Reply: First of all, what prosecution? Even if prosecution of the aggressor were
forthcoming, this is a problem for any act of self-defense. For instance, by allow-
ing commercial ships to repel pirates, we risk destroying evidence on the alleged
pirate’s unlawful activities; by allowing individuals to counterattack assailants, we
risk destroying evidence that would convict the alleged aggressors. But as real as
this risk is, prosecution is secondary to self-defense and [imiting the harm of the ini-
tial attack. Allowing a cyberattack to continue for the sake of a possible prosecution
makes as much sense as letting a suspicious fire to keep buming so to not disturb
evidence that may convict an arsonist. Further, in regulating “Stand Your Cyber-
ground”, the state or industry could require capturing and filing relevant data related
to the initial attack, perhaps deploying independent emergency-response teams to
document the initial attack.

3.3.9 Cyberwarfare Doesn’t Raise New Issues

Objection: Do cyberattacks really raise new moral issues? They seem to be merely
old ethical issues in a new technological dress (Crisp 2012).
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Reply: Given “ought implies can”, as new technologies emerge with new capa-
bilities, novel ethical questions ineluctably arise. Moral dilemmas over killing and
letting die and even organ transplantation arose once medical technology forced
us to redefine death: the case of Terri Schiave would not have been an issue two
centuries ago (Caplan 2005). Whenever such technological developments change
the concepts currently in use, they likewise inevitably challenge our received eth-
ics. Just-war theory is challenged by the rise of semi-autonomous robots: do drone
strikes mean that the US is at war with Yemen, or not? Similarly, the distinctive
nature of cyberattacks, whose very nature upends the traditional notion of kinetic
force as required for attack, places extreme tension on just-war theory, law enforce-
ment, or any other traditional frame for assessing their ethics. Hence, we believe
new ethical—and philosophical (Taddeo 2012)—issues are raised by cyberattacks,
and so until and unless policymakers come to grips with regulating this novel form
of aggression, it falls on private individuals to work out a modus operandi for this
new reality.

3.4 Conclusion

How we justify and prosecute a war matters. For instance, the last US presidency
proposed a doctrine of preventive or preemptive war, or the “Bush doctrine™: if a
nation knows it will be attacked, why wait for the damage to be done before it retali-
ates (Tierney 2011)? But this policy breaks from the just-war tradition, which again
historically gives moral permission for a nation to enter war only in self-defense.
With the Bush doctrine, the US seeks to expand the triggers for war, but this could
backfire spectacularly. For instance, Iran reports contemplating a preemptive attack
on the U.S. and Israel, because it believes that one or both will attack Iran first (BBC
2012). Because intentions between nations are easy to misread, especially between
radically different cultures and during political elections, it could very well be that
the US and Israel are merely posturing as a gambit to pressure Iran to open its nucle-
ar program to international inspection. However, if Iran were to attack first—with
either kinetic or cyber means—it would seem hypocritical for the US to complain,
since the US already endorsed the same policy of first strike (Wright 2012).

A key problem with a first-strike policy is that there are few scenarios in which
we can confidently and accurately say that an attack is imminent. Many threats or
bluffs that were never intended to escalate into armed conflict can be mistaken as
“imminent” attacks. This epistemic gap in the Bush doctrine introduces a potentially
catastrophic risk: that nation delivering a preemptive or preventative first strike may
turn out to be the unjustified aggressor and not the would-be victim, if the adversary
really was not going to attack first. Further, by not saving war as a last resort—after
all negotiations have failed and after an actual attack, a clear act of war—the Bush
doctrine opens the possibility that the US (and any other nation that adopts such a
policy) may become ensnared in avoidable wars. At the least, this would cause harm
that otherwise might not have occurred to the warring parties, and it may set up an
overly stretched military for failure, if battles are not chosen more wisely.
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Here’s the relevance to cyberwarfare: Qur world is increasingly wired, with new
online channels for communication and services interwoven into our lives virtually
every day. This also means new channels for warfare. Indeed, a target in cyberspace
is more appealing than conventional physical targets, since the aggressor would not
need to incur the expense and risk of transporting equipment and deploying troops
across borders into enemy territory, not to mention the political risk of casualties.
Cyberweapons could be used to attack anonymously at a distance while still causing
much mayhem, on targets ranging from banks to media to military organizations.
Thus, cyberweapons would seem to be an excellent choice for an unprovoked sur-
prise strike.

Today, many nations have the capability to strike in cyberspace—but should
they? The laws of war, or IHL, were not written with cyberspace in mind. So we
face a large policy gap, which organizations and experts internationally have tried to
address in recent years (e.g., Owens et al. 2009; Lieberthal and Singer 2012; Libicki
2009; H. Lin 2012). But there is also a gap in developing the ethics behind poli-
cies, as we described in the first section above. As an interim solution, we suggest a
reframing of the cybersecurity discussion away from the military frame, i.e., away
from the nation-state level, and more toward the private-defense frame, i.e., closer
to the individual-actor level.

This reframing seems defensible, given related legal precedents. And, separately,
it offers many benefits, including some measure of justice to victims, deterrence for
aggressors, and so on. While we offer this “Stand Your Cyberground” policy as a
prelude to a more complete discussion of its feasibility, we should also note that it is
already being adopted by companies right now: “Frustrated by their inability to stop
sophisticated hacking attacks or use the law to punish their assailants, an increasing
number of US companies are taking retaliatory action” (Menn 2012; Infosec Island
2012). So regardless of whether the policy is prudent or ethical, it is apparently
already a de facto policy for some, and this makes an examination of its details—
including how it could responsibly proceed—all the more urgent.
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